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.  � r � � t � � mo� � � awwamo� tmw� � ao� � mI i � f � �i t–� � r � � hr ai � � � awwamo� tmw� � ao� hs m–� � mI ihr � � awwamo� tmw� � ao� mo� –�

.  � ! ! mihI oag � tM� � o� mI i �n � t � �o f s r � i � /� of gc � � w� �i oaonU� 	   a� t � �� w� � hm� w� �i oz� �o ts � i � TI � tgmot� �o � � � o� � mI h� c mi � � ao� i � �w� gc � –� �
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.   � owa	   � � s r � o� s � � ni � s � I ! � SS� lI th� s � h� r aon� � � � mi � wath� oaon� hm� c I ta� z� fmI on� ! � m! w� � �i � � omh� ! �t ta7� � s ahr � c � � a�– � � r � f � �i � �
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.   � r � f � � mc c I oa� � h� � s ahr � � i a� o� tz� � i a� o� t � m� � � i a� o� tz� �o � � tmc � gc � t � thi �o n� i t � mo� tm� a�w� o� hs mi 	   aon� tah� t � wa	   � � � �� � � mm	   z� ao�
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.   � t � hr � f � � m� tmz� hr � f ,i � � w� �i oaon� hr � � omic t � m� � � mc c I oa� �g moz� r ms � hm� ! im7a� � � � mothi I � g7� � � � � � � �� 	   z� �o � � � I aw� � nimI ! t � m� �
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.   � � � � mI i t � � �t � 	   a� t � �i � � � moo� � gon� s ahr � ! � m! w� z� s � � 	   oms � hr � h� ! �i � oht� �i � � � mo� � i o� � � �� mI h� hr � � ! mtta� awahf � hr � h� hr � f � s aww�
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  tz�
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.  � o� � m� � hr � � i � �t mot� hr � h� 	   a� t � � �o � � moo� � h� s ahr � tm� c �o f � � a� � i � oh� ! � m! w� � mowao� � at � hr � h� hr � � 
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.  � r at � c � � ot � hr � h� 	   a� t � � �o � i � �� r � hr at � 7�t h� �I � a� o� � � TI a� 	   wf � SS� � mi � � p�c ! w� z� ao� hr � � � �t � � m� � �� � r aw� � ! mtgon� �� 7a� � m� mowao� � hr � h� hr � f � r m! � �
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� i a7�� f � r �t � oms � � r � on� � � � imc � �o � � ! h� mI h� hm� �o � � ! h� ao� � o7aimoc � ohb � � tt � og �wwf � a� � fmI � � mo,h� t! � � a� f �
! i a7�� f � t � y ontz� fmI � �I hmc �g � � wwf � c �	   � � fmI i � ao� mi c �g mo� �� � � tta� w� � hm� � 7� i fmo� –�

� �� � � mm	   M� � 7� i f hr aon� fmI � ! mthz� hr � f � ms o–� � r � h2t� hr � ai � ! mwa� f–� �

:c �o �n � � fmI i � mowao� � ! i � t � o� � k� � w� ! r �o h� � mmh! iaoht� 7t �  mI t � � � mmh! iaoht�

Click One: Explain That Nothing Is Really Private 
• In today's media environment, it's very important to discuss protecting kids' own privacy – as 
well as their friends'.  

• Kids need to understand that anything they put online or send to their friends on their cell 
phones isn't really private. Everything leaves a digital footprint, and whatever gets created 
never goes away. 

• Anything that kids put out in the digital world can be cut and pasted and spread throughout 
their entire school – and beyond – with the click of a button. So while kids may not intend for 
something to go public, it easily can.  

Click Two: Establish Privacy Settings 
• The most basic thing that kids can do to protect themselves is set up privacy settings on any 
social networking site. All of the major sites have an area where you can access this 
information. Kids shouldn't assume that the default state is "private" – they need to adjust the 
settings to limit what other people can see and access.  

• Kids also need to understand that they should protect their friends' privacy too. Passing along 
a rumor or identifying someone in a picture (called "tagging") affects that person's privacy. If 
your kids are tagged in friends' photos, they can ask to have the photos or the tags removed. 
But there's not too much they can do beyond that.  

• Facebook- Kids more interested in quantity of friends and not quality (reference how open FB 
pages led to online dating site) 
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Here are some tips to know and share with students regarding Identity 

Click One: Explain that the identity they create today could haunt them tomorrow.  
• So help kids self-reflect before they self-reveal.  

• Remember, it s their job to explore their identities. But they need to be reminded that what they post today could 
haunt them tomorrow.  

• Kids should think before they post. Talk about the importance of asking questions, such as:  
What is my purpose for creating this? 
Who is my audience?  
Am I creating this for myself, to make an impression, and/or to get my peers' approval?  
How much should I reveal? 
Who might see this? What am I saying about myself? How will people interpret this?  
What will they think about me? 

• Use what your kids post as a jumping-off point for conversation and discussion – ask why they chose that particular 
screen name, why they posted a certain picture, etc. 

• Ask your kids about their avatars and how much they identify with them. What do they think is like them, and what's 
different? Feel free to question the choices that kids have made. If your kids say their avatar means nothing, that's a 
valid response. They could just be playing around and like what they created. Either way, it will give you insight into 
who they are.  

Click Two: Talk About Risky Behavior  
• Establish some ground rules in case kids are fuzzy about what not to post: No nude or semi-nude photos or videos. 
No pictures of doing drugs, drinking, or having sex. Since kids don't know who will see that information or how it could 
get passed on, it's just too risky, even if they think they're being "cute."  

• Talk about other risky behavior too, like having sexually explicit conversations in chat rooms with people they don't 
know.  

Click Three: Discuss Accountability 
• Whatever kids post – whether they do it anonymously or not – they need to be accountable for it. Remind them that 
what goes around comes around. If they spread a rumor, send a photo someone sent them which was meant to be 
private, or talk trash about a teacher, it's likely that someone will find out that they posted it. And they could get in 
trouble with the school – or even law enforcement.  

• If kids are creating avatars, make sure they aren't making stereotyped or racially charged decisions. Prejudice is as 
real in cyberspace as it is in the offline world. And even with avatars, kids need to know that just because they're 
disguised doesn't mean they can't be identified.  

• The bottom line is that if kids wouldn't say something to someone's face, they shouldn't say or post it online.  
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